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m ‘ General Data Protection Regulation (GDPR)

= Regulation (EU) 2016/679
= aka,General Data Protection Regulation”
= Entryinto force on 25 May 2018

= Various new, and sometimes challenging
requirements, with respect to data protection
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smeny) | eIDAS-Regulation

= Regulation (EU) 2014/910 on electronic
identification (elD) and trust services for electronic
transactions aka ,,eIDAS-Regulation”

= |nforcesince 17 September 2014
= Mutual recognition of notified elD schemes

= Legal framework for trust services for
— electronic signatures and seals (generation and validation)
— certificates for signatures, seals and website-authentication
— time stamps

— new trust services for
* validation
* preservation and
» electronic delivery
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m ‘ Payment Services Directive 2 (PSD2)

= Directive (EU) 2015/2366 on payment services
aka ,Payment Services Directive 2“ (PSD2)

= Requires Account Servicing Payment Service
Providers (ASPSP) (e.g. Banks) to

— apply strong customer authentication (Art. 97)

— provide access to accounts (X2A) for other payment
service providers such as
« Payment Initiation Service Provider (PISP) (Art. 66)
« Account Information Service Provider (AISP) (Art. 67)
« Payment Card Issuer (PCI) (Art. 65)

© 2017 ecsec GmbH www.skidentity.com


http://data.europa.eu/eli/dir/2015/2366/oj

SkiDentity ‘ Outline of PSD2 System Architecture

R
Account Servicing Payment

Service Provider (ASPSP)
Yy (ldentity Provider)

é) Art.(L Art.
\ 67

66
N\

Accessing Payment
Payment Service User (PSU) Service Provider (XPSP)
(User) (Service Provider)

© 2017 ecsecGmbH www.skidentity.com >>17




m ‘ Agenda

= |ntroduction

= Background
— Strong Authentication in the Cloud
— GDPR
— elDAS
— PSD2

= Towards GDPR, elDAS and PSD2 as a Service
= Summary

© 2017 ecsec GmbH www.skidentity.com



SkiDentity SkiDentity - GDPR, eIDAS and PSD2 as a Service

Supported by:

* Federal Ministry
& for Economic Affairs

and Energy

Trusted Cloud

SkliDentity
Service

by the German Bundestag

Ip)
Trusted Cloud /=~

Service Provider

Germany
Land of Ideas Germany
HHEOBH -+ o Land of Ideas
Landmark 2013/14 \ HHLROVHF IR
N landmark 2015
e o v
© 2017 ecsecGmbH

www.skidentity.com >>19




m ‘ Supported elD and Authentication Means
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Conpenind | Summary

= GDPR imposes new requirements, which should
better not be neglegted

= elDAS provides framework for elD and trust
services for electronic transactions

= PSD2 is expected to redefine the relationship
between customers, banks and related service
providers throughout Europe

= elD and 2FA is the intersection of GDPR, eIDAS and
PSD2

SkiDentity provides GDPR, eIDAS

and PSD2 as a Service!
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