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Abstract The goal of the SklDentity project (http://SkIDentity.de) is to build a
solid bridge between electronic identity cards (eID) and the existing and emerging
cloud computing infrastructures. Based on the results of the project it will be pos-
sible to provide trusted identities for the cloud and secure complete business pro-
cesses and value chains. For this purpose the existing components, services and
trust infrastructures are integrated into a comprehensive, legally valid and eco-
nomically viable identity infrastructure for the cloud and tested in attractive pilot
projects. Special attention is given to the demands of small and medium enterpris-
es and authorities. For this purpose the SkIDentity infrastructure in particular con-
tains an “Identity Broker”, which bundles the various eID-Services in a form,
which is accessible even for very small companies and municipal authorities.
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1. Introduction

Against the background of the economic advantages of the industrialization of
IT-services and the big economical potential of the ”Internet of Services” [2] in-
creasingly new and enhanced offers of cloud-based applications are established
[23]. While a reliable identity management is an essential requirement for trust-
worthy cloud computing and the German Federal Office for Information Security
Technology (Bundesamt fiir Sicherheit in der Informationstechnik, BSI) recom-
mends the use of strong authentication processes also for cloud users [7], it is still
surprisingly common in practice to use rather weak [20, 5, 16] password-based au-
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thentication mechanisms and attempts to move towards stronger authentication in
the cloud only appeared fairly recently [9, 1, 19, 8, 17].

On the other hand there are existing and further emerging electronic identifica-
tion (elD) infrastructures across Europe [13] and there is a proposal for a regula-
tion on electronic identification, authentication and electronic signature (eIDAS)
[6, 24], which aims at harmonizing eID-based authentication, electronic signatures
and related trust services across Europe. Against this background the SkIDentity
project aims at bridging the gap between secure electronic identity cards and the
existing and emerging cloud computing infrastructures, to provide trustworthy
identities for the cloud, so that complete process and value chains can be secured.
The combination of the two previously independent domains creates significant
chances for innovative products: The German market volume for identification,
authentication including biometrics and RFID will nearly reduplicate from 920
Mio. € in year 2008 to 1.720 Mio. € in year 2015 [29]. But more auspicious are
the perspectives in the area of cloud computing: There the market volume in the
area of public clouds is expected to rise from nowadays 702 Mio. € to 21,99 Mrd.
€ in year 2025 [2]. Hence, the SkIDentity project addresses strategically extremely
attractive markets.

2. The problems addressed by SkIDentity

In order to provide trustworthy identities for the cloud there have been several
technical, organizational, legal and economic problems to solve:

e Missing integration of eID and cloud computing infrastructures: The infra-
structures for eID cards and cloud based services have not been combined and
there has not been a straightforward way to integrate both domains in a secure
manner.

o elD-Services are currently only available for the German eID card: Cur-
rently eID-Services in Germany are just offered for the German eID card (Neu-
er Personalausweis, nPA). While there exist approaches which cover alternative
elD cards [28, 27], the integration of existing Public-Key Infrastructures (PKI)
and alternative authentication services into a comprehensive “elD-Service
Cloud” is completely missing.

o eID service for the nPA are not ”tradeable” and hence unsuitable for small
and medium size organizations: The main problem is the fact that eID-
Services for the German eID card have not been “tradeable in an Internet of the
Services” because every service provider requires his own authorization certifi-
cate and the commercial transmission of data to third parties is explicitly for-
bidden due to privacy reasons (cf. § 29 (1) Nr. 1 PAuswV).

e Open security questions for electronic identities in the cloud: In [26] it was
shown that even the authentication systems of leading cloud service providers



were vulnerable and hence there is a great demand for stronger authentication
in cloud computing environments.

¢ Open legal question with respect to electronic identities in the cloud: There
has been legal uncertainty with respect to the usage of eID service broker acting
as intermediary, because the concept so far has been focussed on the relations
between two entities [22, 3]. Furthermore there have been open questions with
respect to the law of evidence and compliance in enterprises.

e Missing or unclear business models for identity services in the cloud: eID-
Services for the nPA are currently not usable for small and medium sized com-
panies and municipal agencies because of the economic factors. The solution of
the problem could be that ”Identity Brokers” act as information intermediates
and provide the eID-Services in a bundled and rehashed way [31].

e Missing standards for electronic identities in the cloud: While cloud compu-
ting has been among the most important IT trends for quite a while, the related
standardization has just started recently.

3. The SkIDentity Reference Architecture

In order to solve the above problems the ”SkIDentity Reference Architecture”
[25] has been introduced. This architecture builds upon the concept of Federated
Identity Management, as explained in [18, 15, 4, 21] and refines the classical
components “Client”, ”’Service Provider” and “Identity Provider” in order to sup-
port arbitrary authentication mechanisms, elD-tokens, credential technologies and
federation protocols.

An overview of the SkIDentity Reference Architecture is depicted in Figure 1.
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Figure 1: SkIDentity Reference Architecture

There are components at the Client, the Service Provider and in the SkIDentity

Infrastructure.

3.1 System Components at the Client

The system of the User (Client) comprises the User Agent (UA), which can be
realized by an arbitrary browser, and an appropriate eCard-App (eCA) (cf. [14,
30]), which enables the User to authenticate at an Authentication Service (AS) us-
ing some credential.

3.2 System Components at the Service Provider

The system of the Service Provider (SP) comprises the Cloud Application (CA)
and an appropriate Cloud Connector (CC), which allows to communicate with an
appropriate Federation Service (FS) in the SkIDentity Infrastructure using an ap-
propriate federation protocol such as [4, 21, 10, 11, 12] for example.




3.3 SklDentity Infrastructure

In the SkIDentity Infrastructure there are various Federation Services (FS) and a
variety of Authentication Services (AS), which are connected via the Identity Bro-
ker (IdB). The Identity Broker acts information intermediary and provides the dif-
ferent eID-Services in a bundled and rehashed way. This offers the possibility to
use the different services and tokens (German eID card, other European citizen
cards, electronic health cards, health professional cards, bank and signature cards,
company ID tokens, etc.) with an easy and consistent interface for the secure au-
thentication in cloud based applications.
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